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\ few questions, as I try to build a holistic view:

« 2016-01-09 - CIBG introduces issue

« 2017-12-31 - CIBG stops active issuance

« 2018-05-11 - Logius provides CIBG's ETSI EN 319 411 audit for 2016-09-01 through 2017-08-31

« 2019-02-12 - Logius provides CIBG's ETSI EN 319 411-1 audit for 2017-09-01 through 2018-09-31

« 2019-03-15 - CIBG informs Logius of being affected by the serial number issue ( https:// bugzilla.mozilla.org/show_bug.cgizid=15734904c0 )
* 2019-07-23 - Logius requests the list of certificates from CIBG ( https://bugzilla.mozilla.org/show_bug.cgi?id=1578809%c0 )

« 2019-08-13 - Logius opens Bug 1573490

« 2019-08-16 - Wayne Thayer requests information about the actual number of certificates affected ( https://bugzilla.mozilla.org/show_bug.cgi?
id=1573490#c1)

« 2019-08-27 - CIBG informs Logius of the affected certificates ( https://bugzilla.mozilla.org/show_bug.cgi?id-15788094c0 )
« 2019-08-28 - Logius detects this issue.
« 2019-09-04 - Logius opens this issue.

\s best | can tell, issues with CIBG were discoverable via publicly available information sources.
fave you examined

1. Why these were not detected by Logius' controls?
2. Why these were not detected by BSI?

imilarly, as requested in https://bugzilla.mozilla.org/show_bug.cgi?id=1573490#c3 , can you make sure to explain in Bug 1573490 the reason for the
lelay between 2019-03-15 and 2019-08-137 It seems that if the window between CIBG informing Logius (2019-03-15) and Logius investigating (2019-
8-13 - 2019-08-28) was smaller, this issue would have been caught sooner, and the response to both this and Bug 1573490 would have been
ubstantially different?

realize you've shared some of the plans in Bug 1535871, specifically Comment 14 on that bug, and those seem to address the responsiveness issues
nentioned here. However, what's being done to improve the oversight and compliance issues revealed through this and Bug 15734902




